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Applies to

» Active 1Q Unified Manager (AIQUM) 9.16
* ONTAP 9.15.1P7 (Cluster-Mode)
+ All environments using AIQUM with ONTAP clusters and mTLS/SAML configurations

Issue

A cluster appears in a “Failed” state in Active 1Q Unified Manager (AIQUM) after mTLS certificate renewal and/or
SAML configuration changes. As a result, AIQUM is unable to poll data from the cluster, impacting monitoring,

reporting.
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Relevant Log Output:

ERROR [common-pool-10455]

c.o.s.a.f.d.BaseDataSource (DataSourceErrorException.java:244) - noiclapalO4-cls-
mgt [Error connecting] - Failed to connect to 10.254.7.90 ([Device name
GeneralDevice]: Cannot store non-PrivateKeys) Jjava.security.KeyStoreException:
Cannot store non-PrivateKeysERROR [common-pool-10455]

c.n.u.KeyStoreUtils (KeyStoreUtils.java:147) - Error creating
KeyStoreFileWithSingleCertificate used for mutual TLS communication
java.security.KeyStoreException: Cannot store non-PrivateKeysERROR [common-—
pool-6] c.o.s.a.f.d.BaseDataSource (DataSourceErrorException.java:246) -
noiclapaO4-cls-mgt [Error connecting] - Communication problem with the cluster:

error: 'Received fatal alert: certificate expired' on try 5 out of 5

© 2023 NetApp.No part of this document covered by copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical,
including photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission of the copyright owner. For more
information, see Legal Notices.


https://www.netapp.com/us/legal/copyright.aspx
https://www.netapp.com/us/legal/index.aspx

	AIQUM Cluster Status Shows “Failed” Due to mTLS and SAML configuration
	Applies to
	Issue


