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Applies to

+ ONTAP SAN
* SM-as Automated failover Duplex
* SnapMirror Active Sync ( SM-as )

Answer

SnapMirror between the Cluster nodes via the inter cluster/peer_link

Port/services Source Direction Destination

3260 (TCP) node intercluster both node

Purpose

iSCSI used for LUN Consensus
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intercluster

Intercluster communication

11104 (TCP) and node intercluster both node sessions
11105 (TCP) intercluster :
SnapMirror data transfer
443 (TCP/HTTPS) node intercluster  both node Management traffic (intercluster
intercluster LIFs)
node-mgmt/ . used for communication with
10000 (TCP) cluster LIFs both Optional Active 1Q Unified

Mediator ports required between the mediator and cluster nodes

Port{ Source Direction Destination Purpose
services
22/tcp E/Ioasr:agement Inbound ONTAP Mediator SSH / ONTAP Mediator management
31784/ cluster- Inbound ONTAP Mediator REST API (HTTPS)
tcp mgmt web server
31784/ node-mgmt ONTAP Mediator ONTAP Mediator service (essential for
Inbound :
tcp LIFs web server Active Sync quorum)
node-mgmt ONTAP Mediator . . .
3260/tcp LIFs Inbound ISCS| targets iSCSI data connection for mailboxes

Additional Information

© 2023 NetApp.No part of this document covered by copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical,
including photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission of the copyright owner. For more
information, see Legal Notices.


https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/concept_mediator_requirements.html#firewall-requirements-for-ontap-mediator
https://www.netapp.com/us/legal/copyright.aspx
https://www.netapp.com/us/legal/index.aspx

	What TCP ports are required for SnapMirror Active Sync (SM-as) ?
	Applies to
	Answer
	Additional Information


