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Abstract 
NetApp AltaVault cloud backup appliance provides a highly efficient and easy use cloud 
backup target. Customers who are implementing a private cloud solution can leverage 
StorageGRID Webscale to provide a resilient cloud storage target for AltaVault This 
combination provides customers the freedom to manage their data securely with policies to 
control locality and redundancy.    
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1 Introduction 
This technical report has been updated for StorageGRID Webscale 11.0. Each StorageGRID release 
introduces many significant improvements and is highly recommended to upgrade for any deployment 
with Altavault. 

As organizations begin to evaluate moving workloads to the cloud, archive and backup are often the first 
use cases considered. NetApp® AltaVault® (AVA) cloud-integrated storage functions as a disk target for 
backup and archive applications by presenting a local optimized disk cache for the application to store 
backup data. The local cache offers similar benefits realized by dedicated optimized disk backup 
solutions such as high backup and recovery performance and inline variable-length data deduplication 
and compression. The primary way that AVA is different from more traditional optimized disk backup 
solutions is that it enables organizations to take advantage of the cost and scale benefits of cloud 
storage. 

Organizations with regulatory and business requirements that prevent them from considering public cloud 
storage can achieve the same benefits using private cloud storage. NetApp StorageGRID® Webscale 
(SGWS) provides an enterprise-grade object storage solution with a proven track record in production 
deployments. The combination of AVA and SGWS enables customers to efficiently back up application 
data while optimizing data protection and simplifying disaster recovery. 

The benefits of AVA and SGWS are: 

• Efficient and secure backup data storage by combining deduplication, compression, and encryption 
• Flexible disaster recovery options from AltaVault 
• Policy-driven lifecycle management of data from StorageGRID 

- Data-protection level (copy management) 
- Multisite, geo-aware data placement 
- Data movement based on access and time 

• Single vendor solution 
• Cost effective 

The options for creating an effective backup to a private cloud solution can be complex. This technical 
report outlines several sample configurations that can be leveraged as baseline configurations. Storage 
specialists can customize these configurations to best match requirements: capacity, number of data 
centers, satellite offices, and protection requirements. 

2 Solution Overview 

2.1 AltaVault Overview 
AltaVault is a highly optimized cloud-integrated backup storage appliance. Backup data is optimized using 
industry-leading deduplication methods with automatic tuning for the various product-specific formats that 
backup applications use to store data. AltaVault uses high-performance variable-segment inline 
deduplication to shrink backup application data as much as possible. Unique data is then compressed 
and encrypted before being stored in the local disk cache. As soon as data is stored in the local disk 
cache, the data is quickly replicated to cloud object storage. 

The most recent data is automatically managed in the local disk cache to enable fast restores when the 
backup applications require it. The local disk cache is managed to maintain a high-water mark of 90% by 
default. Once the high-water mark is reached, the oldest data that was replicated to cloud storage is 
evicted from the cache to maintain free space for new backup data. 
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In this guide, AltaVault leverages StorageGRID Webscale for cloud object storage. It is important to note 
that one AltaVault appliance stores data in a single logical container in StorageGRID called a bucket. This 
is a one-to-one mapping and is the same for all AltaVault appliance models. There is one exception, 
which is the disaster recovery testing use case. In a special test mode, it is possible for the test DR 
AltaVault to access the bucket of the primary AltaVault for read-only disaster recovery simulation. In 
normal DR, the DR AltaVault appliance takes ownership of the bucket from the primary AltaVault 
appliance, which was impacted by the disaster. 

Figure 1) AltaVault with StorageGRID ecosystem. 

 

Almost all implementations of AltaVault use an application to manage the data stored on the appliance, 
and, in most cases, this is a backup application. AltaVault was designed for best performance with 
backup workloads. Those workloads are typically high-performance, long sequential writes of data when 
performing backups (writes). Restores are typically sequential reads of data. Most studies of restore 
behavior show that restoring data within a two-week period after it is backed up is the most common 
approach. For AltaVault, that means that the local cache should be sized appropriately to provide enough 
storage for a few weeks of full backups. 

Note: See the NetApp Support site Interoperability Matrix Tool for the current list of supported backup 
and archive applications. http://mysupport.netapp.com/matrix 

AltaVault is available in a broad range of models to support a variety of infrastructures. The three main 
product families are physical, virtual, and cloud-based.  

• Physical—Built on NetApp hardware for the highest performance and largest capacity 
• Virtual—Software-only models for the most flexibility of smaller workloads 
• Cloud-based—For cloud-based disaster recovery or for backup of data originating in the cloud 

Each family has several models in a variety of sizes to best match the capabilities needed for storing 
data. This range enables choosing the right capacity to fit backup storage requirements as well as ingest 
performance for the backup application to store data on the appliance. The physical and virtual families 
are described in this guide as they are the on-premises versions of the appliance. 

Physical appliances offer the highest capacity and ingest (write) performance. These appliances range 
from a total capacity, including cloud storage, of up to 40TB to 1.92PB. The cloud capacity is the licensed 
capacity of data the appliance can store in cloud object storage after the data is optimized by 
deduplication and compression. The actual amount of data the application can store through an AltaVault 
appliance is a multiple of the space savings. In other words, if the AltaVault can obtain a 10:1 optimization 
factor, then the backup application can store up to 10 times the licensed capacity in cloud object storage. 
For example, the 40TB AVA-v8 with a 10:1 optimization factor can store 10 x 40TB of backup data, or 
about 400TB.  
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AltaVault appliances can operate in backup or cold storage modes. Backup mode is the most common 
use case and is the focus of this document. The primary difference between the modes is that archive 
mode is optimized to maximize the amount of data that can be stored in cloud object storage. One aspect 
of the change with cold storage mode is that the cache is not sized to store data. Instead, it is kept to a 
minimal size that is used for storing the metadata that AltaVault needs to manage the larger amount of 
cloud object storage. This situation impacts overall appliance performance as well as the optimization 
factors of the data, both of which are lower than in backup mode. For a physical appliance there is only 
one model for cold storage, the AVA400. The AVA400 allows a single shelf with a minimal disk 
configuration of one disk pack. 

Figure 2) AltaVault backup model specifications. 

 

Figure 3) AltaVault cold-storage model specifications. 

 

The AltaVault SE technical presentation on the Field Portal contains a thorough description of the 
AltaVault families, platform and mode specifications, and information about each release of the AltaVault 
OS. 
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The Technology Overview Guide describes AltaVault deduplication and other aspects of the technology in 
more detail. The Security Overview Guide provides useful descriptions and an overview of security from 
an IT administrator’s point of view. It is helpful to share both of these guides with customer teams that 
need to evaluate these aspects of the product. 

2.2 StorageGRID Overview 
StorageGRID Webscale is an enterprise-grade object store supporting widely adopted protocols such as 
S3 and Swift. StorageGRID abstracts storage resources across multiple logical and/or physical data 
centers. All resources are presented in a common namespace, enabling the service to continue 
uninterrupted through hardware and software upgrades and even entire site outages. 

Applications leverage AVA as a backup target. AVA compresses, deduplicates, and encrypts the data 
and then sends it to the object storage target in a WAN-optimized format. Storing recent data in local 
cache means that a majority of restores are performed locally, translating to faster restores for end users 
while saving bandwidth. 

StorageGRID Webscale manages and protects data based on policies created by the administrator. 
These policies are referred to as Information Lifecycle Management policies, or ILM policies. ILM policies 
specify where the data will be stored, at what protection level, and for how long. The ILM policy is 
triggered by the evaluation of metadata, such as size, last access date, S3 bucket, or custom metadata. 

ILM example: If bucket name = AVA_DCWest 

• Store a full copy at Data Center 1 for 30 days. 
• Store an Erasure Coded copy distributed to Data Centers 1, 2, and 3 forever. 

Another significant feature of StorageGRID ILM is the ability to change ILM policy and then reevaluate 
existing objects. For example, if the retention policy changes or if data access patterns necessitate 
moving data, a different data center administrator can simply change the policy. Any new objects 
immediately get the new policy while existing objects are migrated as a background job.  

3 Design Considerations 
Before deploying this solution, consider the high-level IT infrastructure and access patterns. 

• To how many sites will the solution be deployed? 
• From where will the data be accessed? 
• Is a DR plan in place? 
• What level of failure does the customer want to protect against: 

- Data center or regional disaster 
- Single node or server failure 

StorageGRID is designed to be a multisite, eventually consistent object store. Customers can choose to 
implement a single site or up to 16 sites. Sites are logical. They can be geographically separated or within 
a physical data center, depending on the data-protection level the customer requires. 

AltaVault is designed to efficiently transfer data across a WAN or the Internet. Customers can choose to 
separate AVA and SG across geographies or colocate them in the same facility. 

With object storage, the concept of primary and DR data centers no longer applies. Data is placed as per 
the policy; data can be stored in a single site or replicated across all sites. Every site is active for ingest 
and retrieval, greatly simplifying business continuity planning. A single namespace is presented to the 
application—AltaVault in this example. AVA need only know the end-point address. 
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3.1 Data Protection Options 
Data ingested into the AVA and SGWS solution is protected at multiple levels. 

• AVA cache 
• Storage node data protection: NetApp Dynamic Disk Pools (DDP) provide node-level data protection 

against disk failure 
• Data protection within StorageGRID Webscale 

- Replicas—full copy of object 
- Erasure Coded 
- Archive to tape 
- Archive to public cloud tier  
- Any combination of the above 

When comparing this solution to a solution that uses appliance-to-appliance replication, such as a 
common optimized disk target or purpose-built backup appliance, each appliance in that type of solution 
stores one copy of the data. Comparably, for a minimal configuration, AltaVault stores one copy of the 
data and StorageGRID stores one copy of the data. Most organizations should consider having additional 
copies in StorageGRID to take advantage of the features provided, such as scrubbing the data for 
consistency and replication between multiple sites. 

4 Sample Configurations 
The following tables show sample configurations for the AVA and SGWS solution. Each represents a 
building block or starting point that can be further customized to suit the customer’s requirements. To 
expand to multiple sites, the StorageGRID configuration can be replicated to up to 16 sites. Although 
each site must have a minimum of three storage nodes, sites do not need to be symmetrical.   

The sample configurations below are based on the cloud capacity for each AltaVault model and assume a 
single copy of the stored objects. These configurations are the minimal starting configurations. NetApp 
recommends reviewing the organization’s requirements and considering increasing the number of copies 
for objects. In the case of AltaVault, for example, storing two copies requires two times the amount of 
usable object storage. It is possible to multiply the StorageGRID configuration to match the number of 
copies. 

The entire bucket that AltaVault uses should be considered one copy, and when applying an ILM it should 
include the entire bucket for AltaVault rather than a subset of the bucket. 

StorageGRID can be deployed as VMs, on bare metal servers or as a hardware appliance. For simplicity 
the following configurations use the hardware appliance. 

4.1 Small Configuration 
AltaVault StorageGRID Webscale 

SW-AVA-VESX-16TB 3 x StorageGRID Webscale SG5712 4TB appliances 

The small configuration provides an AltaVault virtual appliance with 16TB cache and a StorageGRID 
Webscale 3-node grid based on the 2U appliance with 105TB of usable storage. 

4.2 Medium Configuration 
AltaVault StorageGRID Webscale 

AVA400-48TB-4TBx12-R6 4 x StorageGRID Webscale  SG5712 6TB 
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The medium configuration provides an AltaVault physical appliance with 48TB cache and a StorageGRID 
Webscale 4-node grid based on the 2U appliance with 208TB of usable storage. 

4.3 Large Configuration 
AltaVault StorageGRID Webscale 

AVA400-288TB-4TBx72-R6 4 x StorageGRID Webscale  SG5760 6TB 

The large configuration provides an AltaVault physical appliance with 288TB cache and a StorageGRID 
Webscale 3-node grid based on the 4U appliance with 1.092PB of usable storage. 

5 Sizing Considerations 

5.1 AVA Sizing 
Sizing AltaVault begins with an initial assessment of the requirements from the perspective of the backup 
application, with the source data to back up in particular. A sizing questionnaire and a sizing tool are 
available to assist with this process. Both are located on the Field Portal. The sizing tool is updated with 
each AltaVault release. 

• AltaVault Sizing Questionnaire 
• AltaVault Appliance Sizing Tool 
• AltaVault Sizing Tool Demo Video (8 min.) 
• AltaVault Sizing Tool Demo Video 102 (38 min.) 

Sizing provides the best recommendation for the number of appliances, disk shelves, and network 
capacity given the requirements for backup and accounting for how the specific backup application works. 

Understanding Logical Capacity 
AltaVault models list several capacities, which can be confusing when architecting a complete solution. 
From the backup application perspective, logical capacity is the sizing value that applies to the data the 
application stores. Logical capacity is the raw size of data that is stored on the appliance before it is 
optimized. This is the value that is commonly shown in backup job reports and is also what is visible from 
the backup server when viewing the share on the AltaVault appliance.  

Logical capacity can be applicable to shares on the AltaVault; however, it is most meaningful when 
considering the licensed cloud capacity. The logical cloud capacity is the amount of data that can be 
written to an AltaVault appliance. Recall that all the data written to an appliance is replicated to cloud 
object storage as soon as it is optimized. The logical cloud capacity is the amount of data in total that can 
be written to an AltaVault appliance by a backup application. 

Most simply stated, logical capacity is the nonoptimized size of the data stored by the backup application. 
It is the size before deduplication and compression. Logical capacity is the same as the size of the source 
data that is backed up. Typical metrics that are provided by backup administrators to determine the 
logical capacity are the size of the source data, frequency of backups, and growth and change rates. 

Understanding Usable Capacity 
Usable capacity is the value that is needed to size the amount of disk required for local cache and cloud 
storage for AltaVault. This is the size of the data stored after deduplication and compression. Usable 
capacity is often an estimate provided by entering the typical metrics from backup into the sizing tool. It 
can also be provided by performing a proof of concept using the source data and many backup jobs to 
show actual optimization factors. 
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Deduplication and compression values can vary widely depending on source data, backup application, 
backup retentions, and backup schedules. The sizing tool estimates these values based on historical 
customer data; however, these values should be considered as estimates only. 

The backup industry standard value used for the optimization factor is 30:1, or a 30-times savings. When 
looking at product specification sheets, 30:1 is typically used. For example, the AVA-v8 lists the cloud 
(usable) capacity of 40TB. The logical capacity is listed as 30 x 40TB, or 1.2PB. When considering an 
implementation for a customer using either the estimate of optimization factor or one obtained from a 
proof-of-concept test, it is possible to also estimate the logical capacity of the disk cache and cloud 
storage. The sizing tool provides this level of information along with an expected growth curve over the 
period set in the tool. 

Once the optimization factor is estimated, it is possible to estimate the usable capacity needed for 
AltaVault. You can make this estimate by taking the logical capacities required for the backup application 
storage and dividing it by the average estimated optimization factor. The sizing tool performs this 
calculation based on the values entered, describing the source data and backup policies. 

The usable cloud capacity for AltaVault is the warning limit for when an AltaVault appliance becomes full. 
When the backup application stores enough data on the AltaVault to reach the licensed or usable cloud 
capacity, an alarm is triggered on the AltaVault. The alarm generates an alert e-mail if configured. Since 
an event-based NetApp AutoSupport™ tool  is not available at this time, the alert will show in the 
AutoSupport logs but will not generate a support case. The backup application will be allowed to write up 
to an additional 10% over the licensed capacity before the AltaVault appliance stops allowing new writes. 

The cloud object storage required for a given AltaVault model is the value shown for licensed cloud 
usable capacity plus 10%. To account for other factors, NetApp recommends that you provide an extra 
5% of cloud capacity. Therefore, when sizing object storage for AltaVault, the usable object storage 
capacity should be the licensed cloud capacity of the AltaVault model plus 15%. For example, when 
sizing for the AVA-v8, the licensed cloud capacity from the specifications sheet is 40TB. This means that 
the object storage should have the capacity of 40TB + 15% of 40TB. That is 40TB x (0.15 x 40TB) = 
46TB of usable object storage capacity to store a single copy of data from an AVA-v8. When storing 
multiple copies in object storage, multiply that number by the number of copies. For example, to store 
three copies for redundancy, an AVA-v8 needs 3 x 46TB, or 138TB of usable object storage. 

Other Aspects of Sizing 
For virtual models, the customer provides the compute and storage required to run the AltaVault 
software–only model. When designing for virtual models, the amount of disk required for the operating 
system disk and the separate data cache disk need to be accounted for. The operating system disk for 
AVA is a fixed size, and, for optimal performance, NetApp recommends not using thin provisioning. The 
operating system disk is typically 150GB, the same for each model. 

The data disk, memory, and CPU requirements depend on the virtual model being deployed. For 
example, the AVA-v8 for VMware ESX requires four virtual CPUs, 24GB of RAM, and 10TB of disk for the 
cache disk. The cache disk must be a single virtual disk or a single raw mapped LUN. Such a disk or LUN 
enables the maximum licensed capacity of the appliance to be available. It is possible to provision a 
smaller disk for cache and to increase it to the maximum size at a later time. Resizing requires outage of 
the AVA appliance. 

CPU and memory specifications should be provisioned in the exact quantity listed in the installation guide. 
The AltaVault appliance will boot if less memory is provisioned, but an alarm will occur and a warning will 
show that the optimization service is unable to start. Increasing the amount of memory to the stated 
requirement will resolve the alarm. Provisioning more than the required amount of memory offers no 
benefit.  

Specifications and deployment instructions for AltaVault virtual appliances are available in the “Installation 
and Service Guide for Virtual Appliances” in the product documentation on the NetApp Support site.  
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5.2 StorageGRID Sizing 
StorageGRID sizing is driven by the number of sites chosen, level of data protection, model, and quantity 
of AltaVault appliances. Object stores have traditionally utilized white box hardware with JBOD and relied 
on many copies to keep data protected. StorageGRID takes advantage of the local node protection 
provided by E-Series DDP, which means that each node is enterprise grade. The default data protection 
scheme is to make two copies, but customers can choose to make only a single copy. StorageGRID also 
introduced Erasure Coding for greater storage efficiency. 

When sizing for AVA, we are sizing for capacity and object count: 

AVA transforms files into optimized “slabs.” The average slab size is typically around 2MB after 
compression. A slab is 4MB before compression and typical compression is 2:1. 

Webscale must support the cloud capacity of the AltaVault appliance and the object count. To determine 
the object count, divide the total cloud capacity by 2MB. 

Example: 

SW-AVA-VESX-16TB supports 92TB in the cloud 

Divide 88TB by 2MB = 46M objects 

 

AVA400-288TB-4TBx72-R6 supports 331.2TB in the cloud 

Divide 302TB by 2MB = 158M objects 

Each Webscale storage node supports up to 375M objects—with a minimum of three storage nodes per 
site, the object count should not be a gating factor. However, object count should still be considered, 
especially if Webscale will host other applications and multiple AVA instances. 

5.2.1 StorageGRID Performance Metrics 
Detailed performance characteristics for StorageGRID Webscale are documented in “StorageGRID 
Webscale Performance” (TR-6773). 

Each appliance provides an approximate ingest (write) performance of up to 210MBps and up to 
270MBps read performance. The performance scales approximately linearly with the number of 
appliances; therefore, the ingest performance at a given site equals about 210MBps times the number of 
appliances. 

5.3 Ratio Between AltaVault and StorageGRID 
Three dimensions are required to determine the number of AltaVault systems that can target one 
StorageGRID setup: 

• Total usable space and object capacity of StorageGRID 
• Total performance offered by StorageGRID (mostly bound by ingest performance) 
• Total aggregated available bandwidth into the data center 

Example with AVA-v8: 

The AVA-v8 supports up to 40TB in the cloud (StorageGRID) in backup mode. With a single-site setup 
with 4 x SG5660 6TB appliances using 2+1 Erasure Coding, the result is approximately 717TB of usable 
space (4 * 269TB / 1.5) and support for over 1 billion objects. This setup allows us to host 17 AVA-v8 
customers with each customer using the maximum of the supported 40TB. 

Let’s assume, on average, that each customer’s AVA-v8 overwrites the customer’s 40TB in StorageGRID 
once per month. Doing so implies an ingest rate of around 16MBps per customer (40TB/(31 * 24 * 3600 
seconds)). With our single-site setup, we could handle around 52 AVA-v8 customers with 1 StorageGRID 
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setup (4 * 210MBps / 16MBps). The total object count for 52 AVA-v8 appliances should be approximately 
1 billion and should fall within the object capacity of a 4-node grid. 

In this setup, we would most likely be limited by the available bandwidth from our customers into our data 
center.  

6 StorageGRID Configuration 

6.1 Configure StorageGRID for HTTPS 
A best practice is to configure StorageGRID to use an SSL certificate provided by a certificate authority (a 
commercial SSL or one provided by customer IT).  

You will need to configure StorageGRID to use an SSL key. Refer to “Configuring Certificates” in the 
StorageGRID Webscale Adminstration Guide. 

6.2    Port Configuration 
By default, StorageGRID uses port 8082 for HTTPS communication. It is possible to configure a redirect 
on the gateway node or 3rd party load balancer to use port 443. 

7 Solution Configuration 

7.1 AltaVault Deployment 
Depending on the AVA model used, refer to the appropriate installation guide, available on the NetApp 
Support site, that describes the steps required to deploy AltaVault. 

• Virtual 
• Physical 

Deployment includes the initial setup and configuration of networking to prepare to configure AltaVault to 
use StorageGRID for cloud storage. 

Initial deployment involves racking and stacking of physical models including connecting power and 
network cables. Initial configuration is performed using the console port where the hostname, IP, and 
admin password are configured. After that, the appliance configuration continues from the web-based 
administration GUI. 

You might need to upgrade to the most recent AltaVault OS, which is available as an image from the 
NetApp Support site software downloads section. 

Note: AVA OS 4.1.1 or later is required. 

Deployment can include initial configuration of the time zone, DNS servers, SMTP server, and NTP 
servers. The next steps are to configure cloud storage after StorageGRID is configured for AltaVault. 

7.2 Configuring StorageGRID for AltaVault 
This report assumes that your StorageGRID instance has already been deployed.  

• StorageGRID administrator creates an S3 account to be used by AVA. 
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The StorageGRID administrator will provide the following information: 

 Access key ID 

 Secret access key 

 Endpoint—typically a DNS entry pointing to a StorageGRID gateway node IP and port 8082 

• Create an ILM policy to protect and distribute AVA data. 

7.2.1 ILM Configuration 
The StorageGRID administrator can choose to configure a specific ILM rule for AVA data or simply use 
ILM rules already in place. ILM rules are grouped into ILM Policy – this policy will drive data placement, 
replica type, and retention.  

Data placement and protection within the grid are driven by ILM policy. This policy defines the type of 
replica that will be stored and how many and where in the grid the objects will be stored. ILM policy is 
driven by system or user metadata. Customers can choose any combination of replica types and move 
from one type to another over time based on access or other metadata. 

Supported replica types are: 

• Full copies—one or many  
• Erasure Coded 
• Tape 
• Cloud tier 

Customers can choose any quantity and combination to meet data-protection and service-level 
agreements.  

7.2.1.1 ILM Rules 
StorageGRID Webscale 10.3 introduced significant performance improvements including the handling of 
deleted objects. Previous versions of StorageGRID featured a configurable “Purge Rule” – for 10.3 and 
later purge of deleted of objects is automatic. It is recommended that Altavault to be deployed using 
StorageGRID 10.3 or later. 

After installation, every grid has a default “Two-copy” rule configured as part of the active policy: 



14 AltaVault with StorageGRID Webscale - Technical Report ©2016 NetApp, Inc. All rights reserved. 
 

Two-copy rule: This rule is by default at the bottom of the ILM list. Therefore, if no other rule applies to 
the object, the grid will make two copies of the object and place these copies anywhere in the grid. This 
rule should be left in place and remain the default rule. This rule uses a default pool named “All Storage 
Nodes”—a rule defining two copies on All Storage Nodes is implemented by placing two copies on Any 
Two Storage Nodes. An object will be copied to two unique storage nodes. 

Rules are executed from top to bottom. When an object hits a rule that applies, processing takes place 
and other rules are not applied. Other rules specifying replica type, placement, and retention should be 
placed above the default Two-copy rule. 

7.2.1.2 Validate ILM Rules 
Proper configuration of ILM rules is critical to ensure data is protected as required. Before activating a 
new ILM policy administrators should use the ILM Simulation feature introduced in SGWS 10.4. 
Misconfiguration of ILM rules can result in data loss. Please see StorageGRID Webscale Administration 
Guide - Simulating an ILM policy. 

 

7.2.1.3 Additional ILM Options 
The options and combinations for creating ILM rules are highly configurable, for full details consult the 
StorageGRID Webscale Administration Guide. The following are two options for optimal storage 
efficiency: 

Erasure Coding: Erasure coding provides greater storage efficiency with site fault tolerance than that of 
replicas. Erasure Coding is typically implemented in a multisite grid but it can also be implemented in a 
single site with a sufficient number of storage nodes. It is important to configure Erasure Coding following 
the guidance provided in TR-6743: “StorageGRID Webscale Erasure Coding”—
https://fieldportal.netapp.com/content/248556 

One-copy rule: It is acceptable to configure ILM to make only a single copy of an object. Customers 
should be advised that although each storage node provides local protection against disk failure, 
spreading multiple copies across multiple data centers provides protection against node and site failure. 
Many competing solutions in the B2D space store only one copy of data protected by RAID. Creating a 
one-copy rule would be the equivalent. 

 

7.2.1.4 Policy Rule Example for Single Site 
For this example we use a four-node grid with a 2+1 Erasure Coding scheme to provide data protection 
for objects larger than 1MB. Any object smaller than 1MB will be protected by two replicas. The 
administrator would define a storage pool for use with Erasure Coding, as per TR-6743. 
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7.2.1.5 Policy Rule Example for Two Sites 
For a two-site grid, a simple rule that makes two copies—one in each site—is the optimal configuration. 
The administrator would define a storage pool for each site: 

 
Next, edit the default two-copy rule to make one copy in each site: 

 

7.2.1.6 Policy Rule Example for More Than Two Sites 
Erasure Coding provides data protection and optimal efficiency when implementing three or more sites. 
Choose the Erasure Coding scheme based on the number of sites, as per TR-6743. 

When configuring Erasure Coding in the StorageGRID NMS, available Erasure Coding schemes based 
on number of sites and nodes are displayed. 
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For this example we use three sites and a 4+2 scheme. 

 

 

 
 

 
Objects smaller than 1MB should be protected by a two-copy rule that places data across two sites. 



17 AltaVault with StorageGRID Webscale - Technical Report ©2016 NetApp, Inc. All rights reserved. 
 

 
 

 

7.3 AltaVault Configuration 
After the initial deployment of the AltaVault appliance and StorageGRID is configured for AltaVault, the 
configuration continues with setting up AltaVault for cloud storage. 

Note: Remember to save the AltaVault configuration any time the Save button is active in the GUI. 
Doing so persists the configuration to disk. If they are not saved, configuration settings will be lost 
when the appliance is rebooted. 

Note: Always export the AltaVault configuration after making any changes. This configuration is 
required for performing disaster recovery and is the only way to access data stored in the cloud if 
the appliance becomes unavailable for any reason. 

Configuring Cloud Storage 
Start by logging in to the AltaVault appliance as admin. Depending on the version of AltaVault OS 
installed, the top-level menus could be different. The following applies to AVA OS 4.1. 

Use the configuration wizard (Settings > Setup Wizard) or select Cloud Storage from the Storage menu to 
access the dialog to set up the cloud. From the drop-down menu, for Provider select NetApp 
StorageGRID Webscale, as shown in the following diagram. 
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Figure 4) AltaVault cloud storage provider settings. 

 

Use the S3 account from StorageGRID and enter the parameters from this table. 

 

Table 1) Cloud settings for StorageGRID. 

Parameter Description 

Provider NetApp StorageGRID Webscale 

Account access key identifier Access key ID provided by StorageGRID admin 

Secret access key  Secret access key provided by StorageGRID admin 
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Web protocol HTTPS 

Hostname StorageGRID endpoint 

Bucket name  

Port 8082 (default for SGWS) 

Enable archiving No (for backup mode) 

Note: The bucket name must be unique in StorageGRID Webscale. 

 

Figure 5) AltaVault cloud settings dialog for StorageGRID. 
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Configuring Certificates for HTTPS 
As of version 4.1.1 of the AltaVault OS, there is a configuration option to support configuration for new 
certificate authorities. The setting is on the cloud storage configuration dialog titled “Enable Cloud CA 
Certificate.” This is the certificate file that is used to verify the certificate that SGWS sends during the 
HTTPS negotiation. The certificate file needs to be in PEM format. 

 

Optionally, it is possible to disable verification of the certificate by AltaVault. Although NetApp does not 
recommend doing so, sometimes a dedicated trusted link is used between AVA and SGWS. Disabling the 
certificate verification is required for older AVA OS versions such as 4.0. 

To disable SSL verification, use the serial console or ssh to the appliance and enter the following 
commands: 

enable 
configure terminal 
no replication ssl verify-certs 
write memory 

Configure Proxy 
The Enable Proxy section is for access from the AVA replication ports to the StorageGRID gateway node, 
if required. If there is no proxy between AVA and SGWS, then you do not need to configure this section. 
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Share Configuration 
Create shares as needed for the backup application. AltaVault currently supports SMBv2 and NFSv3 and 
NFSv4 shares. NetApp recommends creating a separate share for each backup server. When backing up 
several different datasets it is a best practice to create a share for each type. Doing so allows a specific 
configuration of the optimization and cache behavior for each type. These parameters are configured on a 
per-share basis. 

NetApp also recommends creating a separate share for storing backup indexes or catalogs. 

Shares can be tuned by enabling or disabling each of the following: 

• Compression 
• Deduplication 
• Early eviction 
• Pinning 

Early eviction and pinning allow tuning of AltaVault cache behavior. You can either set a specific share to 
be evicted before other shares (early eviction) or set a share so that the data is never evicted from cache 
(pinning). 

When the AltaVault appliance needs to flush data from cache (eviction), it will first flush data from shares 
marked for early eviction. Eviction occurs only when the cache reaches 90% full. Remember that data 
written to AltaVault is always written to cloud storage. 

Additional Configuration 
After configuring cloud storage, setting the encryption key, and creating shares, you can configure 
additional AltaVault features. These include: 

• Cloud settings 
- Replication schedules in which replication can be suspended 
- Limiting the bandwidth of replication (rate limit) 
- Scheduling a rate limit for replication 
- Using a specific interface for replication 

• Virtual interfaces or interface bonding 
• E-mail notifications 
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The steps for performing additional configurations are in the “AltaVault Users Guide,” part of the product 
documentation on the NetApp Support site. 

7.4 Multisite Configuration 
StorageGRID is typically deployed in a multisite topology. It is recommended for AVA to write to SGWS in 
a remote data center to ensure that data is preserved both locally within AVA cache and SGWS as 
quickly a possible. StorageGRID like all object stores is eventually consistent – this means that if AVA 
writes to SGWS in same data center in which the AVA resides data may not be immediately available in 
the remote data center. Network outages or congestion may delay SGWS replication of data as per ILM 
policy. 

 
 

7.5 Backup Application Configuration 
Refer to the corresponding deployment guide for steps to configure the backup application. The 
deployment guides contain the latest information and are on the NetApp Field Portal. 

 

TR-4422: AltaVault with Arcserve 

https://fieldportal.netapp.com/content/209081  

 

TR-4408: AltaVault with Commvault Simpana 

https://fieldportal.netapp.com/content/209083  

 

TR-4417: AltaVault with Dell vRanger 

https://fieldportal.netapp.com/content/209091  

 

TR-4425: AltaVault with EMC Networker 

https://fieldportal.netapp.com/content/209084  
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TR-4419: AltaVault with HP Data Protector 

https://fieldportal.netapp.com/content/209088  

 

TR-4407: AltaVault with IBM Spectrum Protect (TSM) 

https://fieldportal.netapp.com/content/209089  

 

TR-4421: AltaVault with Microsoft SQL Server 

https://fieldportal.netapp.com/content/209086  

 

TR-4457: AltaVault with NetApp SnapProtect 

https://fieldportal.netapp.com/content/272605  

 

TR-4482: AltaVault with NetVault 

https://fieldportal.netapp.com/content/289781  

 

TR-4624 AltaVault with ONTAP Using SnapMirror 

https://fieldportal.netapp.com/content/572114 

 

TR-4418: AltaVault with Oracle RMAN 

https://fieldportal.netapp.com/content/209087  

 

TR-4426: AltaVault with Veeam Backup & Replication 

https://fieldportal.netapp.com/content/209090  

 

TR-4409: AltaVault and Veritas Backup Exec 

https://fieldportal.netapp.com/content/209082  

 

TR-4412: AltaVault with Veritas NetBackup 

https://fieldportal.netapp.com/content/209085  

8 Testing and Validation of AltaVault 
Common tests for a new AltaVault deployment are to perform several backup operations, a restore 
operation, and, optionally, disaster recovery of the AltaVault appliance. 

A sample proof-of-concept test plan, available on the Field Portal, describes the steps required from the 
AltaVault appliance in a NetBackup setup. The steps are similar for other backup applications. 
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Common proof-of-concept tests to validate operations are: 

• Backup 
• Restore 
• Disaster recovery  
 

TR-4424: AltaVault Proof-of-Concept Test Plan 

https://fieldportal.netapp.com/content/248572  
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Refer to the Interoperability Matrix Tool (IMT) on the NetApp Support site to validate that the exact 
product and feature versions described in this document are supported for your specific environment. The 
NetApp IMT defines the product components and versions that can be used to construct configurations 
that are supported by NetApp. Specific results depend on each customer's installation in accordance with 
published specifications. 
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