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Abstract  

This best practices guide outlines the common best practices for use with the NetApp® 

AltaVault™ cloud-integrated storage appliance with several backup applications. AltaVault 

appliances provide a simple, efficient, and secure way to off-site data to either public or private 

cloud storage providers. Using advanced deduplication, compression, and encryption, 

AltaVault enables organizations to eliminate reliance on older, less reliable data protection 

solutions while improving backup windows and disaster recovery capabilities. 
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1 AltaVault Overview 

1.1 Introduction 

Data protection is a mature practice, and existing solutions are well optimized for fast, reliable backup, 

typically to local disk, tape, or virtual tape libraries. However, additional backup strategies are always 

limited by an IT organization’s ability to accurately size, trend, source, budget for, and manage multiple 

disks, tapes, and libraries in different locations around the globe, often on different platforms. Moreover, 

backup data often needs to be restored to a new location or a distant one, straining corporate WAN links. 

Many innovative enterprises are turning to cloud storage to meet both demands. Cloud storage promises 

an elastic pay-as-you-go storage pool for backups and archives. This not only reduces expensive up-front 

backup disk and tape costs, but it eliminates the need to maintain secondary sites for off-site disk or tape 

storage.  

NetApp AltaVault storage enables customers to securely back up data to any cloud at up to 90% lower 

cost compared with on-premises solutions. AltaVault gives customers the power to tap into cloud 

economics while preserving investments in existing backup infrastructure and meeting backup and 

recovery SLAs. AltaVault appliances simply act as a network-attached storage (NAS) target within a 

backup infrastructure, enabling organizations to eliminate their reliance on tape infrastructure and all its 

associated capital and operational costs, while improving backup windows and disaster recovery 

capabilities. 

It is simple to set up the AltaVault appliance and start moving data to the cloud in as quickly as 30 

minutes, compared to setting up tape or other disk replication infrastructures, which can take days. By 

applying industry-leading deduplication, compression, and WAN optimization technologies, AltaVault 

appliances shrink dataset sizes by 10x to 30x, substantially reducing cloud storage costs, accelerating 

data transfers, and storing more data within the local cache, which speeds recovery. 

Security is provided by encrypting data on site or in flight, as well as in the cloud, using 256-bit AES 

encryption and SSL v3/TLS v1. AltaVault appliances provide a dual layer of encryption, which means that 

any data moved into the cloud is not compromised, and it creates a complete end-to-end security solution 

for cloud storage. 

Because an AltaVault appliance is an asymmetric, stateless appliance, no hardware is needed in the 

cloud, and you can recover the last known good state of a broken or destroyed AltaVault appliance to a 

new AltaVault appliance. AltaVault appliances offer the flexibility to scale cloud storage as business 

requirements change. All capital expenditure planning required with tape and disk replication-based 

solutions is avoided, saving organizations up to 90%. 

The following best practices will help you to get the most out of your AltaVault appliance when configured 

for the backup application that you currently have configured. Note that every user environment is 

different; you might have to further tune some of the parameters mentioned in this best practices guide for 

optimal performance. 

2 AltaVault Appliance Best Practices 

Prior to configuring an AltaVault appliance to a backup application, review the best practices for sizing 

and configuration. 

2.1 AltaVault Appliance Best Practices 

• Size an AltaVault cloud-integrated storage solution based on a clear understanding of the amount of 
source data that will be backed up, the backup strategy used, the daily change rate, the annual data 
growth rate, the makeup of the source dataset, and the WAN bandwidth available for replication. 
Correct sizing will enable data to be processed and replicated to the cloud within an acceptable 
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amount of time to provide off-site protection. This sizing exercise is best performed through analysis 
with NetApp sales engineers.  

For example: 

− Source Dataset Size: 20TB 

− Backup Strategy and Connectivity:  

− A Saturday full backup plus daily incremental backup,  

− 4 full backups, and 2 weeks of incremental backups in the appliance disk cache storage 

− Daily Change Rate: 5% 

− Annual Data Growth Rate: 10% 

− Dataset Makeup: File server 

− WAN speed: OC3—155mbps 

Given the requirements above, and the estimated assumptions about the deduplication rates of 
2x for the first full backup, 20x for subsequent full backups, and 7x for incremental backups, this 
could translate into a requirement for one AltaVault AVA400 appliance. This appliance would hold 
an estimated 15TB of full backups and 2000GB of incremental backups to store the necessary 
versions of data for the time frame requested. This result can vary depending on dataset analysis, 
which can significantly alter the overall backup and deduplication rates achieved with AltaVault 
appliances for full and incremental backups. 

• An AltaVault appliance SMB, NFS, or OST target should receive backups from only one backup 
server. This maximizes the potential benefit of deduplication, eliminates potential locking scenarios, 
and prevents overwrite conflicts from two backup servers attempting to write to the same share. 

• AltaVault appliances are best suited to large, sequential backup workloads that are typical of backup 
applications and large database backups that stream a consistent steady flow of data. Datasets that 
are composed of many small files can cause performance bottlenecks in the overall backup solution, 
including to AltaVault appliances. In these cases, it is recommended to use high performing primary 
disk storage first, and to tier AltaVault behind this storage for receiving backups that do not require 
the high performance profile of primary disk. 

• Backup data from a backup application or database should be provided in an uncompressed, 
nondeduplicated format to achieve maximum storage savings with AltaVault appliances. Because 
most backup applications do not offer the level of granularity for deduplication of data as an AltaVault 
appliance does, there will be fewer benefits if a backup application compresses or deduplicates data 
prior to sending the stream to the AltaVault appliance. In addition, performing storage efficiency 
operations at the backup application level can result in slower performance across both the backup 
server, as well as AltaVault. 

• Backups must be unencrypted, because AltaVault will encrypt those backups using its own encryption 
mechanism during data ingest from the backup server. The encryption key provided by an AltaVault 
appliance can be backed up as an individual file or as part of the AltaVault configuration backup for 
safekeeping by a system or backup administrator. 

• AltaVault appliances should be deployed to maximize all available data paths. For example, an 
AltaVault AVA400 appliance provides four gigabit and four 10-gigabit connections. Configure the 
interfaces as appropriate for communicating with the backup application and for cloud replication. 

• When possible, reduce the number of simultaneous backup streams written to each data path 
available on AltaVault appliances. Although multiplexing backup data from several sessions to the 
same AltaVault appliance data path improves overall aggregate traffic to the data path, it also 
reduces the performance of the per-stream throughput, as well as the efficiency of deduplication and 
compression by the AltaVault appliance. This is because the data might not be in sequential order as 
would be expected with a typical single backup stream. For example, NetApp recommends that you 
have no more than 128 backup streams to an AltaVault AVA400 appliance at the same time. 

• AltaVault appliance folder shares can be configured to help describe a policy target. For example, 
critical system backups can be directed by a backup application to point to a “critical” share on one 
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AltaVault data connection while noncritical backups can be directed by a backup application to point 
to a noncritical share on the remaining AltaVault appliance data connections. This methodology helps 
balance data priorities over the network, as well as organizes data for recovery in case of a disaster. 

• When possible, organize backup policies such that the most similar backup datasets arrive at the 
same AltaVault appliance. For example, if backing up a Windows server farm to multiple AltaVault 
appliances, operating system backups will have the best deduplication rates when grouped together 
to the same AltaVault appliance. File and application server backups see better deduplication when 
grouped together, because similar data is stored in each location. 

• AltaVault SMB shares should be configured with appropriate access according to the requirements of 
the backup application environment. In Windows domain environments, configure AltaVault SMB 
shares with the user account in the Windows domain that will be performing backups. This domain 
user account will then also need to be configured within the backup application, either at the storage 
device level, or at the backup application service level. In standalone Windows environments, create 
a Windows local user account that matches the local user account assigned to an AltaVault SMB 
share and configure the backup application to use this local user account. Refer to your backup 
application documentation for configuring permissions. 

2.2 AltaVault Virtual Appliance (AVA-v) Best Practices 

• Use at least a gigabit link for interfaces. For optimal performance, connect the virtual interfaces to 
physical interfaces that are capable of at least 10Gbps. 

• Do not share physical NICs. For optimal performance, assign a physical NIC to a single interface. Do 
not share physical NICs destined for virtual interfaces with other VMs running on the virtualization 
host. Doing so might create performance bottlenecks. 

• Always reserve virtual CPUs. To enable AVA-v performance, it is important that the virtual appliance 
receives a fair share of CPU cycles. To allocate CPU cycles, reserve the number of virtual CPUs for 
the AVA-v and also reserve the number of clock cycles (in terms of CPU MHz). 

• Do not overprovision the physical CPUs. Do not run more VMs than there are CPUs. For example, if 
a VMware vSphere host runs off a four-core CPU, all the VMs on the host should use not more than 
four vCPUs. 

• Use a server-grade CPUs for the virtualization host. 

• Always reserve RAM. Memory is another very important factor in determining virtual AltaVault 
performance. Reserve the RAM that is needed by the virtual AltaVault model plus 5% more for the 
VMware overhead. This provides a significant performance boost. 

• Do not overprovision physical RAM. The total virtual RAM needed by all running VMs should not be 
greater than the physical RAM on the system. 

• Do not use low-quality storage for the datastore disk. Make sure that the AVA-v disk used for the 
datastore uses a disk medium that supports a high number of input/output operations per second 
(IOPS). For example, use NAS, SAN, or dedicated near-line SAS disks.  

• Do not share host physical disks. To achieve near-native-disk I/O performance, VMware recommends 
that you do not share host physical disks (such as SCSI or SATA disks) between VMs. While 
deploying a virtual AltaVault, allocate an unshared disk for the datastore disk. 

• Configure the AVA-v on a 64-bit CPU that has virtualization enabled. On supported CPUs, 
virtualization is enabled in the BIOS of the motherboard. Go to www.intel.com for information about 
VT-enabled CPUs, and www.amd.com for information about AMD-V–enabled CPUs. 

• The largest datastore volume that can be created for the AVA-v is restricted based on the license. 
You can begin with an undersized volume and grow it over time, but you cannot overprovision a 
volume and shrink it in the future. 

• Create VMDK files up to 64TB using ESXi 5.5 or later and VMFS-5. The largest VMDK file that can 
be provisioned on VMFS-3 is 2TB. If you use VMFS-3, use Raw Device Mapping to provision disks 
larger than 2TB. If you are using NetApp ONTAP to provision storage for AltaVault cache, refer to KB 
000030881 for details on properly configuring a larger LUN for AltaVault. 

https://kb.netapp.com/support/s/article/ka31A00000012lkQAA/How-to-configure-ONTAP-for-use-with-AltaVault-virtual-appliances?language=en_US
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• Use a dedicated physical drive for the AVA-v datastore. This is the device that deduplicates and 
stores segments from the AVA-v; sharing this drive with other VMs can impact the overall 
performance of the virtual appliance. 

3 Backup Application Best Practices 

The following sections discuss backup application best practices. For more specific information about 

implementing the recommendations, refer to the solution guide for the particular backup application. 

3.1 AltaVault Appliance Best Practices for Acronis Backup 

The following table displays the recommended best practices for using Acronis Backup with AltaVault. 

Additional configuration details are available in TR-4530. 

Table 1) Acronis best practices. 

Item Description 

Use a centralized vault that 
point to SMB or NFS 
targets on AltaVault 

AltaVault has been tested with Acronis Backup only using centralized vaults. 
AltaVault is not supported in a standalone configuration. 

Disable deduplication, 
compression, and archive 
protection backup options 

Disable these backup options in Acronis Backup and enable this on AltaVault to 
allow AltaVault to reduce the data received by Acronis Backup. 

Use an Acronis 
Management Server with 
AltaVault 

When using Acronis backup software with AltaVault, the use of an Acronis 
Management Server is recommended over a standalone installation. Install the 
Windows agent on the Management Server. In addition, use a storage node to 
direct traffic to AltaVault. 

3.2 AltaVault Appliance Best Practices for Arcserve 

The following table displays the recommended best practices for using Arcserve with AltaVault. Additional 

configuration details are available in TR-4422. 

Table 2) Arcserve best practices. 

Item Description 

FSD Groups AltaVault has been tested with File System Device (FSD) Groups. Create an 
FSD and assign it to a group for use. Ensure that it is properly configured with 
Windows domain credentials that match the installation of Arcserve and the 
SMB share permissions of AltaVault. 

Create multiple devices Multiple devices can be created, each pointing to a different AltaVault share. 
This allows backup jobs to use multiple or distinct paths according to the 
backup policy configured. 

Maximum streams per 
backup 

Tune performance by setting a value higher than 1. The value will depend on 
your available resources and infrastructure environment. Adjust the number of 
streams accordingly based on your observed performance. 

3.3 AltaVault Appliance Best Practices for Catalogic DPX 

The following table displays the recommended best practices for using Catalogic DPX with AltaVault. 

Additional configuration details are available in TR-4587. 

http://www.netapp.com/us/media/tr-4530.pdf
http://www.netapp.com/us/media/tr-4422.pdf
http://www.netapp.com/us/media/tr-4587.pdf
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Table 3) Catalogic DPX best practices. 

Item Description 

Use device clusters for 
AltaVault 

AltaVault has been tested with Catalogic DPX device clusters. 

Mount path permissions Make sure that the mount path is using an account that matches the 
configuration of the SMB share permissions from AltaVault. In a Windows 
Active Directory domain, use a domain user account that is configured on the 
AltaVault SMB share. If not in a Windows AD domain, use a local account that 
matches the configured local account you specify for the AltaVault SMB share. 

Disable compression, 
encryption, and 
deduplication in Catalogic 
DPX backup policies 

NetApp highly recommends disabling the backup application data optimization 
techniques listed at left. This frees resources for the backup application server, 
and it also allows AltaVault to optimize data most efficiently, resulting in lower 
transmission and cloud provider storage costs. If deduplication is required when 
using Catalogic DPX, this leads to lower deduplication on AltaVault, as well as 
a significant performance impact. 

Capacity Specifies the media size of volumes written to AltaVault. AltaVault performs 
optimally when receiving large sequential streams of data from the backup 
application. NetApp recommends using 100GB objects for the best balance of 
backup and restore performance. If necessary, adjust the size based on your 
requirements. Note that although very large values can improve throughput and 
decrease volume counts created by the backup application, they can result in 
more data being downloaded from the cloud and increased costs if these larger 
volumes need to be prepopulated from the cloud for recovery operations.  

3.4 AltaVault Appliance Best Practices for CommVault  

The following table displays the recommended best practices for using CommVault with AltaVault. 

Additional configuration details are available in TR-4408. 

Table 4) CommVault best practices. 

Item Description 

Use disk libraries for 
AltaVault  

AltaVault has been tested with Commvault disk libraries.  

Mount path permissions Ensure that the mount path is using an account that matches the configuration 
of the SMB share permissions from AltaVault. In a Windows AD domain, use a 
domain user account that is configured on the AltaVault SMB share. If not in a 
Windows AD domain, use a local account which matches the configured local 
account you specify for the AltaVault SMB share. 

Allocate number of writers  This establishes how many writers are allowed by data protection clients. Tune 
performance by setting a value higher than 1. The value will depend on your 
available resources and infrastructure environment. Adjust the number of 
streams accordingly based on your observed performance. 

Disable compression, 
encryption, and 
deduplication in 
Commvault backup policies 

NetApp highly recommends disabling backup application data optimization 
techniques listed at left. This not only frees resources for the backup application 
server, but it also allows AltaVault to optimize data most efficiently, leading to 
lower transmission and cloud provider storage costs. If client-side deduplication 
is required using Commvault, this will lead to lower deduplication on AltaVault, 
as well as a significant performance impact. Refer to TR-4320 and using 
CommVault with E-series storage if client-side deduplication is required, and 
use AltaVault with a copy storage policy for longer term backup requirements. 

http://www.netapp.com/us/media/tr-4408.pdf
http://www.netapp.com/us/media/tr-4320.pdf
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Item Description 

Chunk size A chunk is the unit of data that the MediaAgent software uses to store data on 
media. AltaVault performs optimally receiving large sequential streams of data 
from the backup application. NetApp recommends using 100GB objects for the 
best balance of backup and restore performance. If needed, adjust the size 
based on your requirements. Note that while very large values can improve 
throughput and decrease volume counts created by the backup application, it 
can result in more data being downloaded from the cloud and increased costs if 
these larger volumes need to be prepopulated from the cloud for recovery 
operations.  

Block Size MediaAgents can write to media using different block sizes if the operating 
system that is associated with the MediaAgent on which the library is 
configured supports a higher block size. NetApp recommends setting a value of 
1MB (1024K) for Windows environments. 

3.5 AltaVault Appliance Best Practices for EMC NetWorker 

The following table displays the recommended best practices for using NetWorker with AltaVault. 

Additional configuration details are available in TR-4425. 

Table 5) NetWorker best practices. 

Item Description 

Use Advanced File Type 
Device (AFTD) targets 

AltaVault has been tested with AFTD targets.  

Set device target and max 
sessions accordingly 

Tune performance by setting a value higher than 1 in these fields. The values 
will depend on your available resources and infrastructure environment. Adjust 
the numbers accordingly based on your observed performance. 

3.6 AltaVault Appliance Best Practices for HP Data Protector 

The following table displays the recommended best practices for using Data Protector with AltaVault. 

Additional configuration details are available in TR-4419. 

Table 6) Data Protector best practices. 

Item Description 

Use devices that point to 
SMB or NFS targets on 
AltaVault 

AltaVault has been tested with HP Data Protector device targets.  

Set the concurrency value 
appropriately 

Tune performance by setting a value higher than 1. The value will depend on 
your available resources and infrastructure environment. Adjust the number 
accordingly based on your observed performance. 

Block size Set this to a maximum value of 1,024 for optimal backup performance. 

Software compression Disable this option in HP Data Protector and enable it on AltaVault to allow 
AltaVault to reduce the data received by HP Data Protector. 

Data security Set this value to None and allow AltaVault to perform the necessary encryption 
of the data. This will maximize the data reduction possible when writing data to 
cloud storage. 

http://www.netapp.com/us/media/tr-4425.pdf
http://www.netapp.com/us/media/tr-4419.pdf
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Item Description 

Data Protector Inet service The Data Protector Inet service must be configured within Windows Services to 
use a domain account that has Backup Operator membership.  

3.7 AltaVault Appliance Best Practices for IBM Spectrum Protect 

The following table displays the recommended best practices for using Spectrum Protect (formerly known 

as Tivoli Storage Manager) with AltaVault. Additional configuration details are available in TR-4407. 

Table 7) Spectrum Protect best practices. 

Item Description 

Configure AltaVault in a 
Windows AD and use the 
same AD account with 
AltaVault and Spectrum 
Protect 

Spectrum Protect FILE device class configuration requires that you have 
Spectrum Protect services running with the same Windows domain account as 
configured for the SMB share provided by AltaVault. These services include the 
TSM server instance, as well as the DB2 instance configured for the TSM 
server instance. 

Use AltaVault as a 
Spectrum Protect FILE 
device class and Spectrum 
Protect sequential storage 
pool. 

AltaVault has been tested with the Spectrum Protect FILE device class. Do not 
use AltaVault as a DISK device class. When configuring a Spectrum Protect 
storage pool, use AltaVault as a sequential storage pool target. It is 
recommended to use AltaVault as a primary sequential storage pool that is 
second in a hierarchy behind a primary DISK storage pool or as a copy 
sequential storage pool. Only use AltaVault as a direct primary storage pool 
target for sequential backups such as data protection for database workloads. 

Use 100GB (102400MB) 
storage unit fragment size 
and allow multiple mount 
points. 

AltaVault performs optimally receiving large sequential streams of data from the 
backup application. NetApp recommends using 100GB objects for the best 
balance of backup and restore performance. If needed, adjust the size of the 
maximum volume size based on your requirements. Note that while very large 
values can improve throughput and decrease volume counts created by the 
backup application, it can result in more data being downloaded from the cloud 
and increased costs if these larger volumes need to be prepopulated from the 
cloud for recovery operations. 

Allowing a high mount limit improves overall throughput to AltaVault. The value 
will depend on your available resources and infrastructure environment. Adjust 
the number of mount points accordingly based on your observed performance. 

Disable Spectrum Protect 
compression, encryption, 
and deduplication in 
storage pools. 

This frees resources and allows AltaVault to optimize data. 

Increase storage pool 
reclamation thresholds for 
storage pools based on 
AltaVault. 

Spectrum Protect reclamation of partially filled volumes can cause increased 
cloud restore activity with AltaVault. To reduce the occurrences of this behavior, 
increase the reclamation threshold to 90% or higher. AltaVault optimizes data 
written to the cloud and performs garbage collection appropriately to minimize 
cloud storage costs. 

Use Spectrum Protect 
active storage pools to a 
pinned AltaVault share if 
you want to guarantee a 
current backup version 
resides on the AltaVault 
appliance cache. 

AltaVault uses a least recently used algorithm to determine which data is 
evicted from cache when space is needed for new data. This approach can 
affect recovery of Spectrum Protect data if the data is spread over many 
incremental backups. Using an active storage pool to direct backups to a 
pinned share on AltaVault guarantees that a full set of the most recent backup 
data is always available. Make sure to determine that the amount of data that is 
pinned does not exceed the 80% maximum capacity of the AltaVault appliance 
cache. 

http://www.netapp.com/us/media/tr-4407.pdf
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Item Description 

Use Spectrum Protect 
7.1.5 or higher when using 
AltaVault in Windows 
environments 

IBM has released a fix to a high impact defect reported in APAR IT13542 
regarding writes to case sensitive file systems that can result in data loss. 
Ensure you are at 7.1.5 or higher to protect against this defect when using 
AltaVault. 

3.8 AltaVault Appliance Best Practices for Oracle RMAN 

The following table displays the recommended best practices for using RMAN with AltaVault. Additional 

configuration details are available in TR-4418. 

Table 8) RMAN best practices. 

Item Description 

Enable Oracle NFS with 
AltaVault 

On UNIX-based Oracle database systems, NetApp recommends using Oracle 
Direct NFS to improve performance between Oracle and the AltaVault 
appliance. This NFS client is built directly into the Oracle database kernel, and 
NetApp recommends it when using NAS-based disk targets. You can find 
additional information about Oracle Direct NFS here: 
http://www.orafaq.com/wiki/Direct_NFS  

If the Oracle Direct NFS client is being used, the AltaVault NFS share must be 
configured with the Insecure option to allow connections from Oracle Direct 
NFS. This step is not required if using the default NFS client with Linux or 
UNIX. The Insecure option is available only through the AltaVault command-
line interface and cannot be set with the AltaVault GUI. Configure the NFS 
share with the AltaVault GUI, then log in to the command-line interface and 
issue the following commands: 
en 
conf t 

nfs export modify name <existing-AltaVault-NFS-share-

name> insecure  

Parallelism Tune performance using RMAN parallelism. To ensure concurrency, RMAN 
needs to have multiple streams, so set a value higher than 1. The value will 
depend on your available resources and infrastructure environment. Adjust the 
number of streams accordingly based on the performance you observe. 

Do not use AltaVault as a 
Fast Recovery Area 

NetApp does not recommend configuring an AltaVault SMB or NFS share as 
the Fast Recovery Area destination target. Because the Fast Recovery Area is 
intended for localized recovery of Oracle database data (such as online redo 
logs), Oracle suggests having this on locally attached disk and not utilizing a 
network share. 

Maxpiecesize Set this value to a sufficiently large size to improve throughput of the backup to 
AltaVault. AltaVault performs optimally receiving large sequential streams of 
data from the backup application. NetApp recommends using 100GB objects 
for the best balance of backup and restore performance. If needed, adjust the 
size of maxpiecesize based on your requirements. Note that while very large 
values can improve throughput and decrease volume counts created by the 
backup application, it can result in more data being downloaded from the cloud 
and increased costs if these larger volumes need to be prepopulated from the 
cloud for recovery operations 

http://www-01.ibm.com/support/docview.wss?uid=swg21976280
http://www.netapp.com/us/media/tr-4418.pdf
http://www.orafaq.com/wiki/Direct_NFS
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3.9 AltaVault Appliance Best Practices for Dell NetVault 

The following table displays the recommended best practices for using NetVault with AltaVault. Additional 

configuration details are available in TR-4482. 

Table 9) NetVault best practices. 

Item Description 

Library versus standalone 
drive configuration 

Libraries in NetVault provide abstraction between the backup and the target 
drive resource used to AltaVault, such that a job can select an available drive 
when the operation starts. However, NetVault might not use all available drives 
in this configuration. NetApp recommends that you use standalone drives for 
full drive utilization. 

Use 100GB (102400MB) or 
larger storage unit 
fragment size  

AltaVault performs optimally receiving large sequential streams of data from the 
backup application. NetApp recommends using 100GB objects for the best 
balance of backup and restore performance. If needed, adjust the size based 
on your requirements. Note that while very large values can improve throughput 
and decrease volume counts created by the backup application, it can result in 
more data being downloaded from the cloud and increased costs if these larger 
volumes need to be prepopulated from the cloud for recovery operations. 

Reclaim space from 
expired NetVault backup 
jobs 

Because NetVault preallocates the total space the library or drive specifies on 
AltaVault when operations begin, expanded data reported by AltaVault can get 
out of sync with consumed space as reported by NetVault. Refer to support for 
performing reclamation with the rfsctl tool. 

Limit on the number of 
parallel backup job 
executions 

If a Virtual Tape Library is used in NetVault, the library allows a maximum of 
three backup jobs in parallel; other jobs are queued up. This restriction does 
not apply to standalone disks. 

Drive becomes 
unresponsive because of a 
stale NFS export 

If the AltaVault appliance is rebooted or shut down or optimization service 
restarts, the NFS export from AltaVault becomes stale, rendering the 
standalone drive or library drives unresponsive. Remounting NFS solves the 
problem. 

3.10 AltaVault Appliance Best Practices for Dell vRanger 

The following table displays the recommended best practices for using vRanger with AltaVault. Additional 

configuration details are available in TR-4417. 

Table 10) vRanger best practices. 

Item Description 

Repository credentials Provide Windows AD user credentials for connecting to the AltaVault SMB 
share. If using a local Windows user account, create that user account on the 
AltaVault appliance prior to configuring the repository. 

Disable backup job 
compression 

Disable the compression option during backup job configuration to allow 
AltaVault to compress data prior to sending it to cloud storage. 

Disable encryption Disable the repository encryption to allow AltaVault to secure data prior to 
sending it to cloud storage. 

Enable Active Block 
Mapping  

This option can be left checked to reduce the size of backups sent to AltaVault. 

http://www.netapp.com/us/media/tr-4482.pdf
http://www.netapp.com/us/media/tr-4417.pdf
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3.11 AltaVault Appliance Best Practices for Veritas NetBackup 

The following table displays the recommended best practices for using Veritas NetBackup with AltaVault. 

Additional configuration details are available in TR-4412. 

Table 11) NetBackup best practices. 

Item Description 

Use basic or advanced 
disk storage units  

AltaVault has been tested with basic and advanced disk storage units. 
Advanced disk storage units are supported beginning with AltaVault 4.2.2. 

Use 100GB (102400MB) 
storage unit fragment size  

The fragment size is the maximum-size object that NetBackup can create to 
store backups. AltaVault performs optimally receiving large sequential streams 
of data from the backup application. NetApp recommends using 100GB objects 
for the best balance of backup and restore performance. If needed, adjust the 
size based on your requirements. Note that while very large values can improve 
throughput and decrease volume counts created by the backup application, it 
can result in more data being downloaded from the cloud and increased costs if 
these larger volumes need to be prepopulated from the cloud for recovery 
operations. 

Disable Compression, 
Encryption, and 
Deduplication in backup 
policies 

This frees resources and allows AltaVault to optimize data.  

Enable Allow multiple data 
streams in backup policies 

This allows NetBackup to maximize throughput to AltaVault with multiple 
connections. 

NetBackup services must 
explicitly run with the user 
account specified (could be 
a domain user/domain 
admin), so that the 
services don’t startup with 
“Local System Account” as 
default 

The NetBackup Client Service, NetBackup Remote Manager and Monitor 
Service, and NetBackup Service Layer Service, must all use a Windows 
Domain administrator account in order for write operations to AltaVault to occur 
successfully. Adjust the service properties within Windows Services, and then 
shut down and start NetBackup using the following Windows Powershell 
commands from the C:\Program Files\Veritas\Netbackup\bin 

folder: 
.\bpdown.exe –f –v 

.\bpup.exe –f –v  

Deploying AltaVault with 
Veritas OST 
(OpenStorage) 

Deployment and configuration steps for Veritas OST and NetBackup are 
described in the AltaVault OST Plugin Deployment Guide. They are beyond the 
scope of this technical report. 

Set the NET_BUFFER_SZ 

parameter to 0 

Tuning the network buffers can potentially improve performance of data to and 
from AltaVault from a NBU media server, but if not tuned correctly it can instead 
reduce performance. Veritas recommends setting a value of 0 to enable auto-
tuning of this parameter. Refer to article 000026262 for further details. 

NUMBER_DATA_BUFFERS 

should be set to 256 for 
Windows NetBackup 
media servers 

Tuning the number of simultaneous data buffers can improve performance. 
Refer to article 000004792 for further details on setting this parameter. 

SIZE_DATA_BUFFERS 

should be set to 1048576 
for Windows NetBackup 
media server 

Tuning the size of a data buffer can improve performance. Refer to article 
000004792 for further details on setting this parameter. 

http://www.netapp.com/us/media/tr-4412.pdf
https://www.veritas.com/support/en_US/article.TECH28339
https://www.veritas.com/support/en_US/article.TECH1724
https://www.veritas.com/support/en_US/article.TECH1724
https://www.veritas.com/support/en_US/article.TECH1724
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3.12 AltaVault Appliance Best Practices for Veritas Backup Exec 

The following table displays the recommended best practices for using Veritas Backup Exec with 

AltaVault. Additional configuration details are available in TR-4409. 

Table 12) Backup Exec best practices. 

Item Description 

Use disk folders  AltaVault has been tested with storage disk folders.  

Use 100GB (102400MB) 
storage unit fragment size  

AltaVault performs optimally receiving large sequential streams of data from the 
backup application. NetApp recommends using 100GB objects for the best 
balance of backup and restore performance. If needed, adjust the size based 
on your requirements. Note that while very large values can improve throughput 
and decrease volume counts created by the backup application, it can result in 
more data being downloaded from the cloud and increased costs if these larger 
volumes need to be prepopulated from the cloud for recovery operations. 

Disable the preallocate 
disk space incrementally 
up to the maximum file size 
option 

Improves backup performance by allocating space in advance and not during 
operations. 

Disable verify and 
encryption for backup jobs 

Improves deduplication and throughput to AltaVault, while reducing the amount 
of time taken to commit backups. 

Set concurrent write 
sessions 

Sets a value to allow multiple sessions to write data to AltaVault, improving 
overall performance. To ensure concurrency set a value higher than 1. The 
value will depend on your available resources and infrastructure environment. 
Adjust the number of streams accordingly based on your observed 
performance. 

Configure GRT to a local 
folder if backing up 
Exchange data 

Backup Exec GRT for Exchange uses multiple technologies to back up 
Exchange data, such as mailboxes, databases, transaction logs, and so on. 
These types of backups might not succeed if written directly to an AltaVault 
share. The process of backing up Exchange transaction logs uses multiple 
open file handles, which the AltaVault appliance was not designed to manage.  

To perform backups of Exchange, set up your Exchange backup job to first 
back up to a local staging area. Then duplicate the data in the local staging 
area to the AltaVault share. This approach leads to increased network 
throughput and potentially increased deduplication factors. 

 

http://www.netapp.com/us/media/tr-4409.pdf
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3.13 AltaVault Appliance Best Practices for Veritas Enterprise Vault 

The following table displays the recommended best practices for using Enterprise Vault with AltaVault. 

Additional configuration details are available in TR-4564. 

Table 13) Enterprise Vault best practices. 

Item Description 

SMB credentials AltaVault should be joined to the Windows domain. The Windows domain 
account that is used by Enterprise Vault should be given full access to the SMB 
share from AltaVault. Share permissions and access can be modified for the 
SMB share through Windows Explorer. 

Use separate SMB shares 
for each volume storage 
group partition 

If multiple volume storage group partitions are enabled for use with AltaVault, 
each partition should use an individual SMB share on AltaVault. 

Use Enterprise Vault as the 
file collection software 

When creating or modifying a volume storage group partition, ensure that you 
use Enterprise Vault as the file collection software type. AltaVault will be added 
to this list in a future Enterprise Vault release. 

  
 

Maximum collection file 
size 

Specify the 10MB size recommended by Enterprise Vault. Larger sizes can 
improve backup performance, but will impact restore performance, especially 
for individual file retrieval operations. 

AltaVault as a secondary 
storage target 

AltaVault is only supported as a secondary storage target location for 
Enterprise Vault archive files. Modify existing vault storage partitions to support 
a secondary migration target to AltaVault. 

3.14 AltaVault Appliance Best Practices for Veeam Backup & Replication 

The following table displays the recommended best practices for using Backup & Replication with 

AltaVault. Additional configuration details are available in TR-4426. 

http://www.netapp.com/us/media/tr-4564.pdf
http://www.netapp.com/us/media/tr-4426.pdf
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Table 14) Backup & Replication best practices. 

Item Description 

Use shared folder 
repository type  

AltaVault has been tested for use with Backup & Replication shared folders.  

Maximum concurrent tasks Veeam recommends that you configure the number of tasks based on the 
amount of RAM and the number of core CPUs available on the Veeam VMware 
proxy server. See Veeam documentation for further details on proper settings 
for this field 

Enable CBT and 
application-aware image-
processing options in job 
settings  

VMs are tracked to reduce data sent to AltaVault. 

Disable compression, 
encryption, deduplication, 
backup file alignment, and 
backup decompression in 
job settings 

Frees system resources and allows AltaVault to optimize data. Enabling these 
options in Veeam could result in failed or poor performing backups. 

Restore points to keep on 
disk 

This should be set to a minimum value that represents at least one more than 
the number of full plus incremental backup points that will be protected by the 
backup job. 

Set load control for 
concurrent operations to 
AltaVault 

Allows Backup & Replication to maximize job throughput to AltaVault using 
multiple connections. 

Limit use of vPower 
features to physical 
AltaVault appliances only 

Physical AltaVault appliances provide a better performing environment for 
running limited vPower operations. As business requirements for these 
workloads dicate, it is recommended to perform backups to high performing 
primary disk storage for use with vPower operations, and to use AltaVault as a 
copy job target for longer term backup retention and recovery.  

Do not perform reverse 
incremental backups, 
synthetic full backups, or 
health checks when using 
AltaVault 

AltaVault is not designed to handle the heavy read/write workload that is used 
by these operation types. As business requirements for these workloads dicate, 
it is recommended to perform backups to high performing primary disk storage, 
and to use AltaVault as a copy job target for longer term backup retention and 
recovery.  

When performing disaster 
recovery, prepopulate 
Veeam .VBM, .VBK, and 
.VBI files 

If a disaster occurs and you recover both Veeam and AltaVault, perform 
AltaVault prepopulation of all *.VBM files and any *.VBK and *.VBI files that 
correspond to backups needed for recovery prior to restarting Veeam. This is to 
make sure that the recovered Veeam server can properly access information 
needed for backups stored on AltaVault. 

3.15 AltaVault Appliance Best Practices for Microsoft SQL Server 2008/2012 

The following table displays the recommended best practices for using SQL Server with AltaVault. 

Additional configuration details are available in TR-4421. 

http://www.netapp.com/us/media/tr-4421.pdf


17 NetApp AltaVault Cloud-Integrated Storage Appliances  
Best Practices Guide for Backup Applications 

© 2017 NetApp, Inc. All rights reserved. 

 

Table 15) SQL Server best practices. 

Item Description 

Backup device (backup 
destination) 

Each SQL database backup should be written to a unique backup device or to 
a unique UNC share and file name. Do not allow multiple SQL Server 
databases to write to the same backup device or UNC share and file name 
because this could corrupt or destroy data pertaining to other databases 
backed up to this target. If you want to write multiple database backups to 
multiple backup devices (such as one database backup per day), then specify 
an individual backup name per backup device created and use that particular 
backup device when required by your backup schedule. 

BUFFERCOUNT Tune performance using buffercount. For concurrency, set a value higher than 
1 in this field. The value will depend on your available resources and 
infrastructure environment. Adjust the number of streams accordingly based on 
the performance you observe. This applies to SQL Server 2008. 

MAXTRANSFERSIZE NetApp recommends setting a value of 4MB (4194304). 

Run operations 
sequentially for best 
performance 

Script backups and restore operations in a manner that produces backup jobs 
sequentially, rather than running simultaneous operations. If multiple scripts are 
called across multiple SQL Servers, NetApp also recommends scheduling 
operations such that backups begin at staggered times. This is a common 
practice among backup applications and extends to SQL Server backups as 
well. 

Limit SQL Server 
reindexing 

SQL Server reindexing can help reduce database fragmentation, but it will 
adversely affect deduplication performance. NetApp does not recommend 
frequent reindexing. Follow best practices for SQL reindexing and perform this 
operation only when required. Scripts can be designed around fragmentation 
detection to assist in determining when reindexing is required. 

SMB share permissions The AltaVault SMB share used with SQL Server should be configured with the 
same user account that the SQL Server uses, so that SQL Server backup can 
appropriately access the share during operations.  

Do not perform SQL 
backup verification 
operations  

Performing verification operations of either the backup job or the backup files 
themselves can cause a high amount of random read activity on AltaVault, 
which can significantly degrade performance of other operations on AltaVault. 
The following (but not limited to) T-SQL commands should not be run for 
backups that are stored on AltaVault shares: 

• RESTORE VERIFYONLY 

• DBCC CHECKDB 

Considerations for 
transaction log backups 

Heavy volumes of transaction log backups to AltaVault can impact AltaVault 
performance for SQL DB and other backup operations. As required, consider 
using a high performing staging disk target for transaction log backups, and 
then backup these files to AltaVault using a backup application or zip utility to 
maximize AltaVault performance. 

Considerations for SQL 
compression 

AltaVault performs deduplication and compression of incoming data. It is 
recommended to only perform compression once, preferably within AltaVault 
and not within SQL. However, if SQL compression is required, disable 
compression for the SMB share presented by AltaVault. 
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4 Operating System Best Practices 

4.1 AltaVault Appliance Best Practices for Solaris Operating Systems 

Configure NFS networking parameters on Solaris operating systems to optimally send data to AltaVault 

through configured NFS mounts. In addition to tuning the rsize and wsize mount options appropriately, 

nfs3_max_transfer_size and nfs3_bsize should also be tuned. nfs3_max_transfer_size and nfs3_bsize 

should be greater than or equal to the minimum of rsize and wsize. To set the values, edit the /etc/system 

file and change/add the following lines to the file: 

nfs:nfs3_max_transfer_size=<value> 

nfs:nfs3_bsize=<value> 

A reboot of the system is required for the configuration changes to take effect. 

4.2 AltaVault Appliance Best Practices for Windows Operating Systems 

You can modify Windows networking parameters for SMB to improve overall backup application 

performance. To make these changes, go to the Start menu and enter regedit to start the Windows 

registry editor. Enter administrative permissions if prompted. Changes made in the Windows registry 

editor are permanent upon entry, so use extreme caution when making the changes or additions. A 

reboot is required. 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanworkstation\parameters] 

"SESSTIMEOUT"=DWORD:00000e10 

  

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AFD\Parameters] 

"DefaultSendWindow"=DWORD:00040000 

"DefaultReceiveWindow"=dword:00040000 

  

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters] 

"GlobalMaxTcpWindowSize"=dword:00040000 

"TcpWindowSize"=dword:00040000 

"Tcp1323Opts"=dword:00000003 

If Windows 2012 or Windows 8 or later is used with AltaVault versions earlier than 4.2, the Secure 

Negotiate feature in those products requires SMB signing negotiation messages to be signed themselves; 

otherwise, the connection fails. AltaVault versions earlier than 4.2 do not sign negotiation messages, and 

this can cause the SMB connections to AltaVault to fail repeatedly. To work around this limitation, if you 

cannot upgrade AltaVault to version 4.2 or later, disable the Secure Negotiate feature on the Windows 

server by using the following command from Windows PowerShell. Refer to Microsoft Knowledge Base 

article 2686098 for details. 

Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" 

RequireSecureNegotiate -Value 0 -Force 

Where to Find Additional Information 

To learn more about the information described in this document, refer to the following documents and/or 

websites: 

• AltaVault Cloud-Integrated Storage product page 
http://www.netapp.com/us/products/cloud-storage/altavault-cloud-backup.aspx  

• AltaVault Resources page 
http://mysupport.netapp.com/altavault/resources 

https://support.microsoft.com/en-us/kb/2686098
https://support.microsoft.com/en-us/kb/2686098
http://www.netapp.com/us/products/cloud-storage/altavault-cloud-backup.aspx
http://mysupport.netapp.com/altavault/resources
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